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	Reason for change:
	In clause 6.4.3.3 for Ranging/SL Positioning services provided by the network, security protection for direct communication between the UEs is established by reusing the security procedures defined for 5G ProSe UE-to-Network Relay communication with some modifications. However, a note indicates that this procedure does not apply to V2X UEs, because the SLPKMF employed in the procedure does not serve V2X UEs.

As the procedure of key provisioning defined in clause 6.4.3.3 does not apply to V2X UE, the root key material for establishing secure PC5 link for Ranging/SL Positioning services provided by the network (i.e. 5GC-MT/MO-LR services) is missing in V2X UE. 

Therefore, how the root key material is made available in V2X UEs needs to be addressed. As PC5 link establishment between V2X UEs does not involve the network, the root key material should be made available to V2X UEs as earlier as possible before PC5 link establihment. Hence it is proposed that the root key material is provisioned as a configuration parameter to V2X UE when the UE is registered to the network.


	
	

	Summary of change:
	Added the description on how the root key for Ranging/SL Positioning services provided by the network is made available in V2X UEs. 

	
	

	Consequences if not approved:
	No security protection for unicast direct communication between V2X UEs for Ranging/SL Positioning service provided by the network.
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[bookmark: _Toc145059232][bookmark: _Toc145061224][bookmark: _Toc145059233][bookmark: _Toc145061225]*************** Start of the Change ****************
[bookmark: _Toc145059252][bookmark: _Toc145061244]6.4.3.3	Unicast direct communication for Ranging/SL Positioning services provided by network
For Ranging/SL Positioning services provided by network operators, the network shall support key provisioning and management for unicast direct communication. The security procedures defined for 5G ProSe UE-to-Network Relay communication in clause 6.3.3.2 of TS 33.503 [6] are reused with the following modifications:
-	The SLPKMF instead of 5G PKMF is used to generate and provision the key materials for secure unicast direct communication of Ranging/SL Positioning services.
-	UE SLP Key Request/Response are used instead of ProSe Remote User Key Request/Response.
-	SL Positioning service identifier is used instead of RSC.
-	SLPK and SLPK ID are used instead of UP-PRUK and UP-PRUK ID.
-	SLP Key Request/Response are used instead of Key Request/Response.
-	KSLP is used instead of KNRP.
-	KDF of KSLP uses SL Positioning service identifier as input instead of RSC.
Editor's Note: The SL Positioning service identifier is to be aligned with SA2.
NOTE:	This procedure does not apply to V2X capable UEs. For V2X capable UEs, the key materials for Ranging/SL Positioning services provided by the network may be provisioned among the configuration parameters by the network (e.g. PCF) to the UE when the UE is registered to the network. 
*************** End of the Change ****************

